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Android OS occupies 70% of the total mobile OS market share in 2023. The official
market, Google Play Store, currently provides 2.6 million apps downloaded and used in
users' day-to-day activities on their devices, always connected to the internet. On the
other hand, the need to protect user privacy has been increasing. Data protection
regulations, such -as COPPA, CCPA, and GDPR, have been put into operation in the
past two decades. Google has also made changes to data protection mechanisms on the
OS and policies in the Google Play Store. It is also essential to uncover how well app
developers and third-party SDK providers follow the rules to protect user privacy.
Researchers have investigated real-world apps and found many non-compliant,
policy-violating, and protection-circumventing behaviors. Taint analysis techniques
have been actively developed and utilized to detect such suspicious behaviors.

Toward a reliable analysis of real-world apps, this paper addresses two issues. First,
taint analysis can be circumvented by anti-taint-analysis (ATA) techniques. A series of
ATA techniques has been demonstrated on the Android platform. They are only a few

lines of code each and could be introduced into apps with obfuscator tools by app
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developers to defend their apps against a taint analysis. However, there are only a few
counter approachés against ATA techniques, which are only partially effective against
ATA techniques. Second, the community needs a reliable taint tracker for analyzing
real-world apps. Researchers recently tested popular static taint analyzers and
concluded that the tools are inaccurate and cannot be used for analyzing real-world
apps dependably. On the other hand, researchers examined a famous dynamic taint
tracker, TaintDroid, and pointed out that TaintDroid is the most difficult to set up
compared to the static analysis tools they audited. Also, TaintDroid depends on specific
devices and versions of Android OS released in 2013, narrowing down the scope of
analyzable apps. Other dynamic analyzers are not effortlessly usable.

This paper proposes two approaches named VIDroid and T-Recs based on the idea of
utilizing the app's runtime data to improve the taint analysis. Chapter 3 explains
VTDroid, designed to make it difficult for apps to evade taint tracking by neutralizing
such uncomplicated techniques not specific to a particular ATA technique. This paper
characterizes the ATA techniques by four types of information flow and proposes value
logging and matching that propagate taint among registers based on their data values,
in addition to the traditional bytecode-level tracking. VI'Droid is evaluated with newly
created test suites and real-world apps compared with TaintDroid, CTT, and FlowDroid.
The results demonstrate that VI'Droid tracks more information flows resulting from the
ATA techniques and generates fewer FPs than CTT.

Chapter 4 describes T-Recs, a taint tracker that solves the current situation of no
tracker that can analyze apps reliably. It records and reconstructs the app execution
and performs taint analysis on an ordinary computer, not depending on Android OS.
T-Recs' accuracy, analysis time, and success rate are evaluated in privacy leak detection
compared to currently available taint analyzers, which are FlowDroid (w/ and w/o IC3),
Amandroid, DroidSafe, DroidRA, IccTA, and TaintDroid (w/ and w/o IntelliDroid). The
evaluation involves 158 test cases in DroidBench, 254 popular apps from Google Play in
2016 and 2021, and 39,480 SDK-version-varied apps from Google Play and Anzhi. The
results show that T-Recs outperforms the compared tools in detection accuracy. T-Recs
also achieves reasonable analysis time, app-runtime overhead, and success rate.
VTDroid and T-Recs have been made available to the community.

The regulations, market policies, and protection mechanisms will be reformed in the
future, and researchers should keep examining apps and libraries. VI'Droid and T-Recs

should be promising tools that empower researchers to analyze apps in the future.
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論文審査結果の要旨




