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SUMMARY In this paper, we show that the principle of
quantum cryptography can be applied not only to a key dis-
tribution scheme but also to a data transmission scheme. We
propose a secure data transmission scheme in which an eaves-
dropping can be detected based on sharing the bases Alice (the
sender) and Bob (the receiver) have. We also show properties of
this scheme.
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1. Introduction

Recently quantum information theory which is based
on the quantum mechanics has been developed [1], [2].
Quantum cryptography, one of applications of quan-
tum information theory is a key distribution scheme,
the security of which is guaranteed by the laws of
the quantum mechanics. Theoretical models for the
quantum cryptography have been based on the uncer-
tainty principle [3], EPR states [4] and two nonorthog-
onal states [5].

In all the quantum cryptographic schemes [3]–[5]
until 1998, Alice (the sender) and Bob (the receiver)
choose random bases (e.g. polarized single photons) be-
fore communicating in quantum channel, and can de-
tect eavesdropping by inspecting the bases via classical
channel. In these schemes, we need public announce-
ment of bases via classical channel. So we call these
schemes “Announcement of bases scheme.”

On the other hand, a quantum cryptographic
schemes without public announcement of bases was re-
cently proposed [6]. In this scheme, Alice and Bob share
the bases by the preliminary communication and don’t
inspect the bases via classical channel. In this scheme,
since Alice and Bob use the same bases, there will be
perfect correlation between the bits Alice sends and the
bit Bob receives if there is no eavesdropper. From this
fact, Alice can send Bob key data that Alice intends
herself. We call this scheme “No announcement of bases
scheme.”
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In this paper, we show that the principle of quan-
tum cryptography can be applied not only to a key
distribution schemes but also to a data transmission
scheme. Developing the idea in Ref. [6], we propose a
secure data transmission scheme in which an eavesdrop-
ping can be detected based on sharing the bases Alice
and Bob have. We also show properties of this scheme
and give some information theoretical discussion.

2. Announcement of Bases Scheme (the BB84
Scheme) [3]

Let us start with the BB84 scheme since No announce-
ment of bases scheme [6] is proposed as a variation of
the BB84 scheme [3].

In the BB84 scheme, Alice and Bob communicate
over both quantum and classical channels. In quantum
channel, Alice sends to Bob a random sequence which
is the source of a key. Here Eve (the eavesdropper) can
eavesdrop and tamper. But eavesdropping and tam-
pering by Eve reflect Bob’s observations, which follows
from quantum mechanical laws (the uncertainty prin-
ciple, in the BB84 scheme). In classical channel, Alice
and Bob detect eavesdropper and generate keys using
the random sequence obtained from the communication
via quantum channel. Here Eve can eavesdrop but can-
not tamper. And eavesdropping doesn’t reflect Bob’s
observations.

2.1 Fundamental Principle of the BB84 Scheme

In the BB84 scheme, Alice and Bob share a random se-
quence using linearly polarized single photons. As po-
larization directions of photons, 0◦, 45◦, 90◦ and 135◦

are used. Assume that 0◦ and 45◦ correspond to the
message 0 and 90◦ and 135◦ correspond to the mes-
sage 1. There are two types of the transmitters and
the receivers. One corresponds to a type in which the
transmitter sends rectilinear polarized photons and the
receiver performs a measurement of rectilinear polar-
ization direction. We call it “R type.” The other
corresponds to a type in which the transmitter sends
diagonal polarized photons and the receiver performs
a measurement of diagonal polarization direction. We
call it “D type.”

In R(D) type, the transmitter sends 0◦(45◦) and
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Fig. 1 Relation between the bit and basis in the BB84 scheme.

90◦(135◦) polarization directions and the receiver de-
tects 0◦(45◦) and 90◦(135◦) polarized signals without
any error. We call polarization direction of transmit-
ter and receiver “basis.” We represent rectilinear basis
“R” and diagonal basis “D.”

If Bob receives the bits with the same bases as
the bases Alice uses, Bob receives the bits which have
perfect correlation with the bits Alice sends. But, when
Bob receives a bit with basis different from the basis
Alice uses, Bob receives the bit which has only half
correlation (probability 50%) with the bits Alice sends
(Fig. 1).

Consequently, if Alice and Bob choose the bases
randomly, Bob receives the bits with 75% correlation
with the bits Alice sends. In other words, the bits Bob
receives include 25% errors.

When Eve exists between Alice and Bob, even if
Alice and Bob use same bases, Bob receives the bits
which include 25% errors by Eve’s bases (Fig. 2). Alice
and Bob can detect eavesdropping by using this fact.

2.2 Protocol of the BB84 Scheme

Table 1 illustrates the protocol of the BB84 scheme.
The numbers in this section correspond to the numbers
in the Table 1.

(1) Alice chooses some bits which are 0 or 1 ran-
domly. (2) Alice chooses some bases randomly, too. (3)
Alice decides polarization directions of the single pho-
tons based on (1) and (2), and sends them. (4) Bob
chooses bases of receiver randomly, and observes each
photon. (5) If Bob uses the same bases as Alice uses,
the received bits have perfect correlation with the bits
Alice sends. But, if Bob uses the bases different from
the bases Alice uses, the bits have only half correlation
with the bits Alice sends by uncertainty principle (the

Fig. 2 Relation between bit and basis in case that there is an
eavesdropper (Eve).

Table 1 Protocol of the BB84 scheme.

In quantum channel
(1)Alice’s random bits 0 0 0 0 1 1 1 1
(2)Random sending bases R R D D R R D D
(3)Photons Alice sends → → ↗ ↗ ↑ ↑ ↖ ↖
(4)Random received bases R D R D R D R D
(5)Bits as received by Bob 0 1 0 0 1 0 0 1

In classical channel
(6)Bob reports bases of received bits R D R D R D R D
(7)Alice says which bases were correct ○ × × ○ ○ × × ○
(8)Presumably shared information 0 0 1 1

(if no eavesdrop)
(9)Bob reveals some bits at random 0 1
(10)Alice confirms them ○ ○
(11)Remaining shared secret bits 0 1

underline in Table 1 shows this fact). (6) Bob sends Al-
ice bases of received bits by classical channel. (7) Alice
tells Bob which bases were correct. (8) Alice and Bob
throw away the bits corresponding to wrong bases.

2.3 Detection of Eavesdropping

If Eve eavesdrops, Bob receives the bits include 25%
errors as shown in Fig. 2. Because of this fact, (9) Bob
sends Alice some of bits (k bits) in the bits correspond-
ing to the correct bases. (10) Alice inspects all the bits
Bob sends whether the bits are correct. (11) If all the
bits are correct, Alice and Bob judge that there is no
eavesdropping, and accept the remaining bits as a key.

If there is eavesdropping, the error probability of
the bits Alice inspected in (10) is 1 − (3

4 )
k. We can

detect eavesdropping with sufficiently higher probabil-
ity if we set k large number. The other side, Eve ob-
tains some information of random bits by comparing
the bases obtained in classical channel with the bases
used in quantum channel herself and examining the bits
obtained in quantum channel. Therefore when Alice
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and Bob detect eavesdropping, they throw away all bits
and repeat this protocol again, or they use “privacy am-
plification” [7] scheme.

Thus the safety key distribution scheme in which
one can detect eavesdropping is realized.

3. No Announcement of Bases Scheme [6]

As a variation of the BB84 scheme, the scheme that Al-
ice and Bob don’t inspect the bases via classical channel
is proposed [6] (No announcement of bases scheme). In
this section, We briefly survey this scheme.

3.1 The Protocol of No Announcement Bases Scheme

In No announcement of bases scheme, first, Alice and
Bob share the short secure random sequence that is
known to nobody by a preliminary communication (the
BB84 scheme and so on). The random sequence is used
as bases repeatedly. For example, when Alice and Bob
share 50 bits of the random sequence (short sequence)
and Alice sends Bob 1000 bits of the other random se-
quence (long sequence), they used the short sequence
20 times repeatedly. It is proved that even if Alice and
Bob use the short sequence as bases repeatedly, Eve
can obtain no information about the bases [6].

Table 2 illustrates the protocol of No announce-
ment of bases scheme. The numbers in this section
correspond to the numbers in the Table 2.

(1) Alice chooses some bits which are 0 or 1 ran-
domly. (2) Alice uses the bases decided by the prelim-
inary communication, and (3) she decides polarization
directions of the single photons based on (1) and (2),
and sends them. (4) Bob uses the bases decided by the
preliminary communication, and observe each photons.
(5) If Eve doesn’t eavesdrop, the received bits have per-
fect correlation with the bit Alice sends because Alice
and Bob use the same bases.

(6) Bob sends Alice some of bits obtained in (5).
(7) Alice inspects all the bits Bob sends whether they
are correct. Eve can obtain no information about the
bases in (7) because they don’t inspect the bases in clas-
sical channel. (8) If all the bits are correct, Alice and
Bob judge that there is no eavesdropping and accept
the remaining bits as a key. If Alice and Bob detect
eavesdropping, they use privacy amplification scheme.

Table 2 Protocol of No announcement of bases scheme.

In quantum channel
(1)Alice’s random bits 0 0 0 1 1 1
(2)Sending bases R D R R D D
(3)Photons Alice sends → ↗ → ↑ ↖ ↖
(4)Received bases R D R R D D
(5)Bits as received by Bob 0 0 0 1 1 1

In classical channel
(6)Bob reveals some bits at random 0 1
(7)Alice confirms them ○ ○
(8)Remaining shared secret bits 0 0 1 1

When Alice and Bob use the key shared by this
scheme in classical channel, the bases are thrown away.
Because Eve may obtain some information about the
bases by eavesdropping (classical) cryptograms en-
crypted by the distributed key.

3.2 Advantages and Disadvantage in the Scheme

According to Ref. [6], there are three significant advan-
tages of the No announcement of bases scheme. First,
the protocol can be easier than the BB84 scheme be-
cause public announcement of bases is not needed. Sec-
ond, it reduces information about bases to which Eve
has access. Third, there is no discarded data in ideal
case, while in the BB84 scheme about half of data is
discarded.

There is also a disadvantage of the scheme as Alice
and Bob must prepare a short random sequence to be
used as a bases sequence. But it is a characteristic of the
scheme that Alice and Bob can share a long sequence
by preparing a short sequence.

4. Application to a Data Transmission Scheme

It is clear that No announcement of bases scheme has
the feature that there is perfect correlation between the
random sequence Alice sends and that Bob receives and
just the same sequence can be used as a cryptographic
key when Eve doesn’t eavesdrop.

This implies that Alice can send Bob data quite
correctly by sharing the bases. Here we try to con-
struct a secure data transmission scheme in which we
can detect eavesdropping by using the idea in Ref. [6].

4.1 The Protocol of Data Transmission Scheme

Table 3 illustrates the protocol of data transmission
scheme based on sharing the bases. In this protocol,
Alice and Bob share a short random sequence by a pre-
liminary communication just like No announcement of
bases scheme. After that they communicate data. Here
we assume that they also share the location of “inspec-
tion bit” included in the data Alice sends in the pre-
liminary communications. The numbers in this section
correspond to the numbers in the Table 3.

Table 3 The protocol of proposed data transmission scheme.

In quantum channel
(1)Alice’s data bits 0 0 1 1
(2)inspection bits 0 1
(3)Sending bases R D R R D D
(4)Photons Alice sends → ↗ → ↑ ↖ ↖
(5)Received bases R D R R D D
(6)Bits as received by Bob 0 0 0 1 1 1

In classical channel
(7)Bob reveals inspection bits 0 1
(8)Alice confirms them ○ ○
(9)Remaining shared secret bits 0 0 1 1
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(1) Alice sets the data bits which are 0 or 1. (2) Al-
ice mixes inspection bits with data bits. (3) Alice uses
the bases decided by the preliminary communication,
and (4) she decides polarization directions of the single
photons based on (1), (2) and (3), and sends them. (5)
Bob uses the bases decided by the preliminary commu-
nication and observes each photons. (6) Because Alice
and Bob use the same bases, the received bits have per-
fect correlation with the bits Alice sends if Eve doesn’t
eavesdrop.

(7) Bob sends Alice inspection bits. (8) Alice in-
spects whether all inspection bits are correct. In this
case, just like No announcement of bases scheme, Eve
can obtain no information about the bases in (8). (9)
If all inspection bits are correct, Alice and Bob judge
that there is no eavesdropping, and accept the remain-
ing bits as the data.

4.2 Advantages in the Scheme

There are three significant advantages of this data
transmission scheme. First, one can detect eavesdrop-
ping, which classical data transmission protocols never
have so far. Second, Alice and Bob don’t need to re-
place a key (bases) periodically because they can de-
tect eavesdropping. This contrasts well with classical
cryptographic schemes (including a case of using keys
distributed by quantum cryptography) in which Alice
and Bob must replace a key periodically because they
cannot detect Eve’s eavesdropping, and therefore, they
have to assume cryptograms are always eavesdropped
by Eve. In this protocol, it is sufficient for them to re-
place the key after they detect eavesdropping. Third,
Alice and Bob don’t need to save a long key. They only
use a short key repeatedly.

5. Properties of the Data Transmission Scheme

In the previous section, we showed the protocol of a
secure data transmission scheme and its advantages.
But we should consider some points in this protocol.

In No announcement of bases scheme, it is suffi-
cient for Alice and Bob to share the noncommittal ran-
dom sequence. They can share the random sequence by
privacy amplification even if there is an eavesdropper
although they may not share the same random sequence
as Alice sends. But in the data transmission scheme,
it is useless that Alice and Bob cannot share the same
data as Alice sends. So privacy amplification cannot be
used in this scheme.

When Eve eavesdrops, there is a secure but not
efficient way that Alice and Bob replace the bases and
Alice retransmits the data. There may be more efficient
way even if there is an eavesdropper. To obtain better
way, we need to study properties of this data transmis-
sion scheme. In the following, we study properties of
this scheme in detail and consider how it influences this

scheme that privacy amplification cannot be used.

5.1 Information Theoretical Investigation

In No announcement of bases scheme, privacy ampli-
fication is used to eliminate discrepancy in bits. And
Eve can obtain no information about the random bits.
But in the data transmission scheme, we cannot use the
privacy amplification. So we first estimate how much
information Eve can obtain.

We assume that Alice sends x bits and Eve eaves-
drops n bits (n ≤ x). Since bit error rate is 25% for
an eavesdropped bit on the channel between Alice and
Bob, the entire bit error rate is n

x × 0.25 [bits/symbol].
Therefore, the mutual information I(A;B) between Al-
ice and Bob is

I(A;B) = H(A)− H(A|B)

= 1 +
{(n

x
× 0.25

)
log2

(n

x
× 0.25

)

+
(
1− n

x
× 0.25

)
log2

(
1− n

x
× 0.25

)}
.

(1)

On the other hand, the mutual informations
I(A;E) between Alice and Eve and I(E;B) be-
tween Bob and Eve are I(A;E) = I(E;B) = 0.189
[bits/symbol] since the bit error rates in the channel
between Alice and Eve and that between Eve and Bob
are both 0.25 [bits/symbol] when Eve eavesdrops choos-
ing bases randomly for each eavesdropped bit.

Figure 3 shows mutual information with respect to
n
x for each channel.

In Fig. 3, we can see I(A;E) = I(E;B) ≤ I(A;B).
If n = x, I(A;E) = I(E;B) = I(A;B). This is the
case that Eve eavesdrops all bits. In this case, bit
error rate of channel between Alice and Bob is 0.25

Fig. 3 Mutual informations for Alice-Bob, Eve-Bob, and Alice-
Eve channels as functions of eavesdropping rate n

x
.
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[bits/symbol]. So mutual informations I(A;B), I(A;E)
and I(E;B) are I(A;B) = I(A;E) = I(E;B) = 0.189
[bits/symbol].

5.1.1 Channel Coding Theorem

The classical channel coding theorem shows that there
is a code with probability of error ε → 0 if transmission
rate R is R ≤ C when we send information via the
channel whose capacity is C. But if R > C, such a
code never exists.

From this fact, if the channel capacity C between
Alice and Bob is larger than the channel capacity CE

between Alice and Eve, Alice can send information to
Bob without errors and Eve can obtain no information.
Since the occurrence probabilities of bits 0 and 1 are
assumed to be 1

2 in this data transmission scheme, the
mutual informations shown in Fig. 3 are just the same
as the channel capacities.

We can see from Fig. 3 that I(A;E) < I(A;B)
when r �= x, and therefore CE < C. So we can say
that there is a coding in which Alice can send Bob
information safely by setting R at CE < R < C if
Eve doesn’t eavesdrop all bits.

5.2 The Number of Bits Which have Perfect Correla-
tion

In this subsection, we consider this scheme from an-
other point of view. In particular cases, Eve can judge
some eavesdropped bits to have perfect correlation with
the bits Alice sends. We consider the number of the bits
which Eve can judge to have perfect correlation. That
is, how many bits can Eve get with zero-errors.

If Eve eavesdrops, 25% bit errors occur in A-E and
A-B channels. So Alice cannot send Bob data correctly
even if they share the bases. Eve also cannot obtain the
bits which have perfect correlation with the bits Alice
sends when only once she eavesdrops the bits. Because
Alice and Bob don’t inspect the bases via classical chan-
nel. Since privacy amplification cannot be used, Alice
must retransmit the data to share it with Bob.

So we consider whether Eve can obtain the bits
which have perfect correlation with the bits Alice sends
when Alice sends the same information more than
twice. For simplicity, we assume that Alice and Bob
don’t change the values of the bases and the inspection
bits.

Suppose that Eve eavesdrops them with the same
bases as the first bases when Alice retransmits the data
bits. If Eve uses the same basis as Alice used, Eve
detects the same bit as the first absolutely. If Eve uses
the basis different from Alice used, Eve detects the bit
different from the first with probability 50%. Therefore
if Eve detects the bit different from the first, she can
find that she used wrong basis for the bit (Fig. 4).

Therefore Eve can obtain correct bases with proba-

Fig. 4 An example that Eve can find correct bases.

bility 1
4 . Because the probability Eve uses the different

bases from Alice’s is 1
2 and then in second eavesdrop-

ping, the probability Eve obtains the different bit from
the first one is 1

2 .
If Alice sends data three times and Eve eavesdrops,

Eve can obtain the “true” data bits with probability 1
4

by using correct bases.

5.3 Relation between Number of Inspection Bits and
Probability of Detecting Eavesdropping

In the proposed data transmission scheme, Alice mixes
data bits and inspection bits and Alice and Bob detect
eavesdropping by inspecting the inspection bits. In this
subsection, we consider relation between the proportion
of inspection bits to the data bits and probability of
detecting eavesdropping.

Assume that Alice sends x bits, inspection bits are
included r bits in x, and Eve eavesdrops n bits. Then
we consider the probability of including inspection bits
in eavesdropped bits.

The number of combinations of choosing k inspec-
tion bits in eavesdropped bits are rCk, the number of
combinations of choosing n − k expecting inspection
bits in eavesdropped bits are x−rCn−k, and the num-
ber of combinations of choosing eavesdropped bits in
all bits are xCn. Therefore the probability of including
k(k ≤ n) inspection bits in the eavesdropped bits is
rCk×x−rCn−k

xCn
.

When Eve eavesdrops k inspection bits, the proba-
bility of detecting eavesdropping is 1− (3

4 )
k. Therefore

the probability of detecting eavesdropping Pn is

Pn =
n∑

k=1

rCk・x−rCn−k

xCn

{
1−

(
3
4

)k
}

.

(2)

Using this equation, we show relation between the
number of eavesdropped bits and the probability of de-
tecting eavesdropping in the case of including 5,10,20,40
and 50 inspection bits in 100 bits Alice sends (Fig. 5).

From Fig. 5, Alice and Bob can detect eavesdrop-
ping with almost probability 100% by mixing 20 inspec-
tion bits in 100 bits if Eve eavesdrops all bits. However,
Alice needs to mix many inspection bits in 100 bits to
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Fig. 5 Relation between the number of eavesdropped bits and
the probability of detecting eavesdropping when x = 100.

detect eavesdropping certainly if Eve eavesdrops only
several bits.

5.4 Discussion

According to the above discussions, Eve can obtain
bases with probability 1

4 for eavesdropped bits when
Alice sends the same data twice in the case that Eve
eavesdrops all bits. Moreover, when Alice sends data
three times, Eve can obtain true data bits with proba-
bility 1

4 for eavesdropped bits. However if Alice sends
data one-time, Eve can obtain no data without any er-
ror. Since Alice and Bob can detect eavesdropping with
high probability by mixing sufficient inspection bits, the
data transmission system is secure if Alice stops the
transmission as soon as she detects eavesdropping.

Moreover, in the case that Eve doesn’t eavesdrop
all bits, information Bob obtains is larger than that Eve
can obtain. So Alice can (in principle) send Bob data
safely (i.e., Eve can obtain no information) by setting
transmission rate properly. But we don’t know a code
which works under the condition such that bit error
rate nearly equals to 25%. Further work is needed to
find such a code.

On the other hand, Eve trades the amount of in-
formation by eavesdropping and a risk to be detected
the eavesdropping.

6. Conclusion

In this paper, we apply the method in Ref. [6] to con-
struct a data transmission scheme with detecting eaves-
dropping. As a result, it is shown that the data trans-
mission scheme may be useful by combining sharing the
bases and a coding scheme based on classical channel
coding theorem.

This scheme is not complete still now. But we

hope our result will open new possibility of quantum
cryptography, that is, the principle of quantum cryp-
tography can be applied not only to key distribution
schemes but also to the other secure schemes.

There are two further problems. First one is that
how can we estimate the number of bits and the amount
of information Eve obtains and how can we construct
the error correcting code. Second one is to give the
method in which one can protect the data from various
eavesdropping strategies [8].
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