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This thesis aims to propose the model for cyber security exercise design proportional to
the maturity of the organization. This thesis is composed of six chapters, each of them

dealing with the different aspects of cyber security design and execution.

Chapter 1: Chapter 1 is introductory and describes how cybersecurity risk becomes:
more and more relevant to industrial systems and critical infrastructures and its

potential impacts.

Chapter 2: In this chapter, we examine the§avai1able resources to understand the trends
and definition of the field. The chapter consists of 3 sections. Section 1 reviews the
literature in the related field to define exercises. Section 2 investigates current I1CS
security exercises available in the field. We discuss the limitation of the conventional
approach. Section 3 illustrates the trends specific to the Japanese market and what

makes it peculiar.

Chapter 3: The interaction between two parties makes cyber incident response unique

in comparison with natural hazards. We discuss the uniqueness of the filed from three p
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perspectives; 1) the time-lag of the adversarial interaction, 2) the shift of focused
activities, and 3) the management challenges: In this chapter, we investigate the nature

of incident management by observation studies at a large scale adversarial exercise.

Chapter 4: ICS security exercise should be designed and applied proportional to the
organization’s preparedness. This chapter introduces the model to be applied to design
the exercise from three axes: exercise participant, exercise style, and the goal of the
exercise. The chapter illustrates how exercises can play the role of a driving power to
improve an organization and community’s cyber security preparedness. We discuss the |
details for how the model should be applied to understand the existing exercises. It

highlights the limitation of current cyber security exercise landscape.

Chapter 5° Achievement of a secure and resilient society requires a shared protocol
among stakeholders. Even within the organization, cyber incident communication is a
challenge because of the conflicting value of safety and security. We designed the
training program specifically to address this problem in align with the maturity-based
exercise model pfesented in chapter 4. This chapter shows the illustrative example of
the exercise design and implementation. With one set of the testbed, we illustrated that
exercises can be tailored to specific preparedness. The details of conducted training

program elements were provided.

Chapter 6: Conclusion

This interdisciplinary study was based on an investigation of both organizational
behavior and exercise management. Discussion-based exercise tailored to the
organizations’ maturity cultivates a shared mental model among participants. We
conclude that exercises can play the role of a driving power to improve an organization
and community’s cyber security preparedness. In this chapter, we conclude the study by
discussing the exercise management implications, the research implications, and the

implications for the organization behavior.
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