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Human Resource Development to Improve Organizational
Resilience to Cyber Incidents
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Chapter 1:

In this chapter, based on the cyber incidents that have targeted ICS so far, we will

explain the reality that cyber-attacks threaten the safety of ICS..

Chapter 2:

In chapter 2, based on the research background described in Chapterl, I will propose

that organizational structure and ICS- BCP required to respond to cvber incidents be

developed.

I will also present the elements required for companies to respond to cyber incidents

and describe the issues involved in achieving them.
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Chapter 3-

In this chapter, I categorize exercises for experiencing eyber incidents in ICS and
explain why I developed two types of exercises.

The exercise we developed can be categorized into two types.

The first is an exercise focusing on simulated experience, in which we use a testbed
owned by our laboratory to deepen exercise participants’ understanding of the impact of
cyber-attacks on ICS and the actual possible field-side action of the operators in the
field.

The second is a simulation-type exercise in which participants simulate a response to a
cyber incident as a member of a virtual company and discuss how to look at things to
respond to a cyber incident.

The purpose and implementation of each exercise, as well as the framework developed

to design the exercise, will be explained.

Chapter 4.
In this chapter, I will explain the method of human resource development using the
exercises described in Chapter 3, and the human resources needed to manage and

develop the exercises. It also explains the mechanism for improving the exercises.

Chapter 5
This chapter describes the exercises we conducted based on the exercises and exercise
implementation methods presented in Chapters 3 and 4. It also shows the new findings

obtained by analyzing the exercise results and the feedback from exercise participants.

Chapter 6:
This chapter will summarize what has been discussed in this paper to solve the problem

set in chapter 2.

Chapter 7-
n the final chapter, I will conclude this study and discuss the remaining works to be

studied in the future.
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